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Important Notes

1. Submit your assignments to the Coordinator of your Study Centre on or before the
due date. Also, be in touch with concerned IGNOU RC for any updates regarding
assignments schedule etc.

2. Assignment submission before due dates is compulsory to become eligible for
appearing in corresponding Term End Examinations. For further details, please
refer to Programme Guide of MCA_NEW.

3. To become eligible for appearing the Term End Practical Examination for the lab
courses, it is essential to fulfill the minimum attendance requirements as well as
submission of assignments (on or before the due date). For further details, please
refer to the Programme Guide of MCA_NEW.

4. The viva voce is compulsory for the assignments. For any course, if a student
submitted the assignment and not attended the viva-voce, then the assignment is
treated as not successfully completed and would be marked as ZERO.




Course Code : MCS-215

Course Title : Security and Cyber Laws
Assignment Number : MCA_NEW(I)/215/Assign/2026
Maximum Marks : 100

Weightage : 30%

Last date of Submission : 30 April 2026 (for January session)

315 October 2026 (for July session)

This assignment has six questions. Answer all questions. The remaining 20 marks are for viva
voce. You may use illustrations and diagrams to enhance the explanations. Please go through
the guidelines regarding assignments given in the Programme Guide for the format of the
presentation.

Ql:

Q2:

Q3:

Q4:

(3*4= 12 Marks)

(a) What are the three pillars of digital security? Explain any three benefits of digital security.
(b) Explain the following in the context of security threats and vulnerabilities:
(i) Phishing
(ii) Distributed Denial of Service Attack
(iii) Web Jacking
(¢) Explain the technology safeguards that can help you counter the cybersecurity threats asked in part
(b) of this question.
(d) What are the laws governing punishments against Social Engineering Attacks and Malware?

Explain the following terms with the help of an example of each, giving their advantages and
disadvantages. (3%6=18 Marks)

(a) Substitution Ciphers

(b) Functions of Cryptography

(¢) Steganography

(d) Symmetric Key Cryptography

(e) Electronic Signature

(f) Pseudo-Random Numbers and Sequences

(3*4= 12 Marks)

(a) Explain the key concerns that are to be addressed when you implement the CIA triad indata security.
(b) Explain the following security threats or attacks:
(i) State-sponsored attacks
(ii) Cyber-physical attacks
(¢) Explain the following data security measures:
(i) Anti-Virus Protection
(ii) Access Security
(d) Explain the terms security policy and security management. How can you balance system security
and user convenience? Explain.

(3*4= 12 Marks)
(a) What is the need for the regulation of Cyberspace? Explain.
(b) What are the uses of filtering devices and rating systems for Internet content? Explain with the help
of an example of each.
(¢) Explain the key principles and provisions of the UNCITRAL Model Law on Electronic Commerce.
(d) Explain the international initiatives for the regulation of cyberspace.
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Qs:

Q6:

(3*5= 15 Marks)

(a) What is the classification of cybercrimes? Explain with the help of examples. Also, differentiate
between cybercrime and traditional crime. Give one example of each.

(b) List the Penalties and compensation in Section 43 of the Information Technology Act 2000.

(¢) List and explain any three sections from section 68 to section 72 as per the Information Technology
Act, 2000.

(d) Explain the role of cyber forensics with the help of an example.

(e) List and explain any four cyber forensic techniques.

(6+3+2= 11 Marks)

(a) Explain the following forms of IPR with the help of an example of each:
(i) Patents.
(ii) Open license CC BY SA
(iii) Trademarks
(b) Explain domain name disputes and manipulation of search engine ranking with the help of an
example of each.
(¢) Briefly discuss the remedies that are available for the protection of Intellectual Property Rights.
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