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Note : Question No. 1 is compulsory. Attempt any
three questions from the rest.

1. Write short notes on the following (any four) :
4x5=20
(a) DevSecOps
(b) Edge Computing
(¢) Cyber Resilience
(d) IoT Botnets

(e) Ransomware-as-a-Service (RaaS)

2. Explain the evolution for the adoption of zero
trust architecture. Describe its key principles in

modern cyber security. 10
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3. Explain the significance of  Artificial
Intelligence (AI) and Machine Learning (ML) in

enhancing cyber security practices. 10

4. How has the role of DevSecOps evolved, and
why 1is i1t crucial for modern software

development and cyber security ? 10

5. Describe the latest advancements in Identity
and Access Management (IAM) for improving

cyber security. 10
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