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Note : Question No. 1 is compulsory. Attempt any 

three questions from the rest. 

1. Write short notes on the following : 4×5=20 

(a) Principle of least privilege in access control 

(b) Zero-Day Vulnerabilities 

(c) Role of Multi-Factor Authentication (MFA) 

(d) Social Engineering attacks 

2. What is domain cache poisoning attack ? How 
can it be prevented ? 10 
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3. Explain the architecture and working of a 

Public Key Infrastructure (PKI). 10 

4. Describe the steps involved in performing a 
Vulnerability Assessment and Penetration 

Testing (VAPT) on a network. 10 

5. Describe the lifecycle of a ransomware attack, 
from initial infection to encryption and ransom 

demands.  10 

 

 

 

 

 

 

 

 

 

 

× × × × × × × 


