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Note : This question paper is divided into three
Parts—Part A, Part B and Part C. All

Parts are compulsory.

Part—A

Note : Explain any four of the following in
about 150 words each. FEach carries

5 marks. 4x5=20

1. Information Security Audit

2. Major threats to privacy in the age of

Information Technology
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Guiding principles for protection of privacy
in the European Union
Malware
E-mail forgery
Part—B

Note : Attempt any five questions from this Part

10.

in about 300 words each. Each question

carries 10 marks. 5x10=50

Explain the legal principles which can be
used to counter cyber threats. Explain with
examples.

Define ‘Data’. Explain the need for Data
Protection Law.

What are the three steps that a non-EU
company must take in order to transfer
personal information about the EU citizen
outside the EU ?

Write a note on Intellectual Property Rights
vis-a-vis Right to Privacy.

Discuss the self-disciplinary measures which
should be taken to protect minors from

Internet crime.
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11. Discuss the Right to Privacy as a
fundamental right under the Constitution of
India.

12. Discuss the main security challenges in
cyberspace.

Part—C

Note : Answer any two of the following
questions in about 500 words each. Each

question carries 15 marks. 2x15=30

13. Discuss the main factors which need to be
considered for regulation of Data Protection.
Explain, keeping in mind the EU Directives
and UK Data Protection Law.

14. Discuss the concept of privacy under the
Law of Torts.

15. Explain Information Warfare. What counter
measures, if any, can be taken to deal with
it ?

16. Define BPO. Discuss the legal formalities for
setting up a BPO in India.
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