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Note : (i) Section A : Answer all the questions.
(it) Section B : Answer any two out of

three questions.
(iti) Section C : Answer any two out of

three long answer type questions.

Section—A
1. Write short notes on any four of the
following : 4x5=20
(a) PKI
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(b) Spoofing
(cp CIA
(d) Active and Passive attacks
(e) XSS attack
Section—B

Note : Attempt any two out of three questions.

2. What i1s Buffer Overflow attack ? How to

prevent it ? 5

3. Explain threat, vulnerabilities and risk. 5

Explain the importance of time-stamp. 5
Section—C

Note : Attempt any two out of three long answer
type questions.

5. Explain SQL injection attack. How can it be
prevented ? Explain. 10
6. Explain White box testing and its
advantages and disadvantages over the
Black box testing. 10
7. Describe the characteristics of firewall in
detail. How 1is it helpful in providing
security in network ? 10
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